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INOJIMTUKA
I'BITIOY KK «KpbIMcKHIT TEXHHYECKHIT KOJLJIEI’K» B OTHOLIEHHH
00paboTKH NepcoHaAIbLHBIX JAHHBIX

1. O0mme nosoKeHus

1.1. TepmuHsl U onpeneseHus

[lepcoHaneHble naHHble - Jr00as MH(OpMauMs, OTHOCAUIASCS K MPSIMO WIH
KOCBEHHO OIIpelleJIeHHOMY WM ompejaensieMoMy (Gu3MyecKoMy JHULY (CyObekTy
NepcoOHAbHbIX TaHHbBIX ).

Oneparop - rocyjapcTBeHHbIH OpraH, MyHULHIIATbHBIA OpraH, OPUAHYECKOe HITH
(usnuecKoe JUI0, CAMOCTOATEIbHO HIIK COBMECTHO C APYTHMH JIMLIAMH OPraHH3yIOLIHe
U (MJIH) OCYLIECTBISIOLMEe 00paboTKy NepcoHalIbHBIX JJAHHBIX, @ TAK)Ke OMpe/esisiome
eau oOpaboTKU MepcOHaNbHbBIX JaHHBIX, COCTAB MEePCOHAbHBIX AAHHBIX, MO/JIEHKALHX
obpabotke, AeiicTBUs (onepaliu), coBepllaeMble ¢ MePCOHATBHBIMU TaHHBIMH.

OOpaboTka mnepcoHaldbHbIX JaHHBIX - J1000e aedcTBHe (onepauus) WIM
COBOKYIIHOCTb JEHCTBUH (OmnepauMid), COBEpPLUAEMBIX C MCIOJIb30BAaHUEM CpEICTB
aBTOMAaTU3alMH UK O€3 UCMOoNIb30BAHMS TAKUX CPEICTB C MEPCOHANbHBIMHU JIaHHBIMH,
BKJIKOYass cOOp, 3amuch, CHUCTEMAaTU3alMIO, HAKOIUIEHWEe, XpaHeHue, YTOUYHEeHHe
(oOHOBIIEHME, U3MEHEHUE), U3BJIEUEHHE, UCTIOJb30BAHME, Nepenady (pacrpocTpaHeHHe,
npeocTaBleHHe, N0CTyM), oOe3nuyuBaHHe, OJIOKMpOBaHHWE, yaaleHHe, YHHUTOKEHHE
NepCOHAIbHBIX JaHHBIX.

ABTOMaTu3MpoBaHHas 00paboTka MepcoHalbHBLIX JaHHBIX - oOpaboTka
NePCOHAJILHBIX JaHHBIX C ITOMOLLBIO CPEACTB BBIUYUCIUTEIILHOW TEXHUKH.

PacripocTpaHeHHe TNEpPCOHANBHBLIX JAHHBIX - JIeHCTBMS, HarpapieHHble Ha
PACKPBITHE MEPCOHANBHBIX JTaHHBIX HEOIpPeAe/IEHHOMY KPYTy JIHLL.

[IpenocraBneHue repcoHalbHBIX JaHHBIX - JEHCTBUS, HanpaBleHHbIE Ha
PacKpeITHE MEPCOHANILHBIX JAHHBIX ONpEAEJeHHOMY JIHLY WIH ONpedeieHHOMY Kpyry
JTHLL

brnokupoBanHe nepcoHanbHbIX JAaHHBIX - BpPEMEHHOE MpekpalieHHe o00paboTKH
MepcoHabHbIX AaHHBIX (32 MCK/IIOYEHHEM cllydyaes, eciii o0paboTka HeoOXxoauma s
YTOUHEHUSI [IEPCOHATBHBIX JaHHBIX ).

YHUYTOXKEHHE [EepPCOHANBHBIX JaHHBIX - JEHCTBHUS, B pe3ylibTare KOTOPbIX
CTAHOBUTCS HEBO3MOXXHBIM BOCCTAHOBHUTBH COJIEpXAHHE [EPCOHAIbHBIX JaHHBIX B
MH(DOPMALMOHHON CHCTeMe MepCOHAIBHBIX JAaHHBIX W (MJIM) B pe3ybTaTe KOTOPbIX
YHHYTOXKAIOTCS MaTepHalbHble HOCUTENH ePCOHANIbHBIX JaHHbIX.

O0e3nnuuBanue [NEPCOHAJIbHBIX OJaHHBIX - ,IlGﬁCTBPIH, B PE3yJIbTATC KOTOPbIX
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CTAHOBUTCS HEBO3MOMKHBIM 6€3 MCMOJNB30BAHMS  JONONHUTENBHOH ~HHOpMALKMH
onpejeNuTh  MPUHAMLIEKHOCTh  NEPCOHATBHBIX  AaHHBIX  KOHKPETHOMY CyOBeKTy
repcoHambHbIX JaHHbBIX.

WMudopmauyonHas — CHCTeMa  MEPCOHANBHBIX — J@HHBIX - COBOKYMHOCTDH
cozepialimMxcs B 0a3ax JaHHBIX MEPCOHANbHBIX JAaHHBIX H obecreurBalOUIMX X
06paboTKy HH(OPMAIMOHHBIX TEXHONOTHH ¥ TEXHHYECKUX CPE/CTB.

TpaHcrpanuuHas repeaiya NEPCOHANBbHBIX JaHHBIX - Mepelata MepcoHaIbHBIX
JaHHBIX Ha TEPPUTOPHMIO MHOCTPAHHOIO roCylapcTBa OpraHy BIACTH HHOCTPAHHOTO
rocy/1apcTBa, MHOCTPAHHOMY (DH3UYECKOMY JIMLY WM HHOCTPAHHOMY IOPHUIANICCKOMY
TULLY.

1.2. Ha3nayenue ¥ npaBoBas OCHOBA JOKyMEHTa.

Monutuxa I'BIIOY KK «KpbIMCKHii TeXHMYECKHH KOJIEK» (nanee Kosemx)
onpejieNiseT CUCTEMY B3IVIS10B HA npobaemy obecrieueHns 6e30MaCHOCTH NEPCOHATBHBIX
JaHHbIX W MpejcTaBiser cobOH CHCTEeMAaTH3MPOBAHHOE H3JI0XKEHHMC uenei W 3amad
3alIMTBI, KaK OJHO MJM HECKONIbKO MpaBuil, Mpoueayp, NPakTHYECKUX MpUEMOB H
PYKOBOISLIMX MPUHLMIOB B 00nacTH nH(opMalHOHHON 6e30MacHOCTH, KOTOPBIMH
PYKOBOJACTBYETCSl ~aJMMHHMCTpalusa B cBOeil JedaTeJbHOCTH, a TakKe OCHOBHBIX
NPUHIMIOB [OCTPOEHHMs, OPraHW3alMOHHBIX, TEXHOJIOrMYECKHX M MpoLeLypHBIX
acrexkToB obecreyeHust 6€30MacHOCTH MepcoHalbHbIX JaHHBIX.

3akoHOJATENBHON OCHOBOM HacTosiuied [IoNWTHKH ABJISIOTCS KoHcTuTyLHA
Poccuiickoi Menepatmu, I paxaaHckuii, YTrOJOBHBIA U TpynoBoil Kojekcel Poccuiickon
denepaunn, PenepanbHbiid 3aKOH OT 27.07.2006 Ne 152-®3 «O nepcoHaabHbIX JAHHBIX),
3aKOHbI, YKa3bl, MOCTAHOBIEHMs, ApYrMe HOPMATHUBHBIC NOKyMCHTDI JEMCTBYIOLLETO
sakononarenbersa Poccuiickoit denepauuu, tokymerTst @CTIK 1 @Ch Poccun.

Mcnonb3oBaHue naHHod [ToauTHKM B KayecTBE OCHOBBI JUIS TOCTPOCHMS
KOMIJIEKCHOM cHcTeMbl MH(OPMALMOHHOK 0€30MacHOCTH  MEPCOHATBHBIX  IAHHBIX
KosepKa Mo3BOJIMT ONTHMH3UPOBATE 3aTPaThl Ha €€ MOCTPOCHHE.

[lpu paszpaboTke [lOAMTHKM YYUTHIBATMCH OCHOBHBIE MPHHLMILL CO3AAMMA
KOMILIEKCHBIX CHCTeM obecriedeHus 0e30macHOCTM MH(pOpMAaIMU, XapakTEPUCTHKH H
BO3MOKHOCTH OpraHM3allMOHHO-TEXHMYECKUX METON0B M COBPEMCHHBIX allMapaTHo-
[pPOrPaMMHBIX ~CPEACTB  3allUThl W NPOTHBOACHCTBHS  Yrpo3am ©e30macHOCTH
UHGOPMALIHH.

OcHOBHble mosiokeHust [ToauTHKK 6a3upyroTcs Ha KayeCTBEHHOM OCMBIC/ICHMH
BOMPOCOB 6e30MacHOCTH MHPOPMALMK ¥ HE 3aTParMBaroT BONPOCOB SKOHOMHHECKOTO
(KOJIMUYECTBEHHOT0) aHanu3a PUCKOB ¥ 00OCHOBaHUS HEOOXOAUMBIX 3aTpaT Ha 3alIUTy
uHpOpMaLIUH.

2. O0BbeKTbI 3alHTHI

OCHOBHBIMH OOBEKTaMM CHCTeMBI 0€30I1aCHOCTH IepCOHaJbHBIX JAHHBIX B
Konnemke aBASIOTCA:

- nHhOpPMALMOHHBIE PEcypchbl ¢ OrpaHUYEHHBIM JOCTYMOM, COACPIKALIMC
epcoHanbHbIE JaHHbIC;
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- mpouecchl 00pabOTKU MEepPCOHATBHBIX JaHHBIX B WH(OPMALMOHHOW CUCTEME
nepcoHaNbHBIX JNaHHBIX Kosulemka, MHOOPMALMOHHBIE TEXHOJIOTHH, perjaMeHThbl M
npoueaypbl cbopa, 00pabOTKH, XpaHeHMs M TMepenayd HHGOPMaUMWH, [EepCoHal
pa3pabOTYHUKOB U MOJIb30BATENEH CUCTEMbI U €€ 00C/Ty KMBAIOLLMHI NEpCOHAll;

- uH(popMalUMOHHas WUHPACTPYKTYpa, BKJIIOUarowas cucrembl 00paboTKU U
aHajau3a MHPOpPMALIMK, TEXHUYECKHUE U PorpaMMHbIe cpeacTBa ee 00paboTKy, repelayu
1 0TOOpayKeHHsl, B TOM YHCJIe KaHallbl HHGOPMALMOHHOIO 0OMEHa U TeJIEKOMMYHHUKaLIMH,
CUCTEMbl M CpeACTBa 3alluMThl MHpOpMaLMH, OOBEKTbl W IOMELUEHHs, B KOTOPbIX
pacrosoKeHbl TEXHHYECKHE cpe/IcTBa 00pabOTKH MepCOHaNbHBIX JaHHBIX.

3. Ilesin u 3apaum obecneyeHnsi 0€30NACHOCTH NEPCOHAIbHbBIX AAHHBIX

3.1. MuTepecsl 3aTparuBaeMbIX CyObeKTOB HH(POPMALIMOHHBIX OTHOLIEHHW .

CyObektaMu MHGOPMALMOHHBIX OTHOLIEHWH npu olecrnieyeHUH O€301M1aCHOCTH
repcoHa bHbIX NaHHbIX Komemka sBnstores:
- Konnemx, kak coOCTBeHHUK HH(OPMAaLHOHHBIX PECYpPCOB;

- PabGotuuku u crynents Kosiemka, B COOTBETCTBHH € BO3JIOKEHHBIMM HA HUX
GYHKUHSIMH.

[lepeuncnennble cyObeKTbl MHMDOPMAIMOHHBIX OTHOLIEHWH 3aMHTEPECOBAHbLI B
oOecrieyeHUH:

- CBOEBPEMEHHOI0 JI0CTyNa K HEOOXOAMMbBIM WM MEPCOHANbHBIM AaHHBIM (KX
JOCTYIHOCTH);

- JOCTOBEPHOCTH  (MOJHOTBI, TOYHOCTH, AJAEKBATHOCTH,  LEJIOCTHOCTH)
MepCOHaNbHbBIX JaHHBIX;

-  KOH(HIEHUIMAIBHOCTH (COXPAaHEHUs B TaliHe) NePCOHAIBHBIX JaHHbIX;

- 3alUMTBl OT HaBA3BIBAHUS WM JIOXKHBIX (HELOCTOBEPHBIX, MCKAKEHHBIX)
[epCoOHAJIbHbIX NaHHbIX;

- pasrpaHU4YeHHs OTBETCTBEHHOCTH 3a HApYLIEHUS HMX NpaB (MHTEPECOB) M
YCTAHOBJIEHHBIX NIPAaBHII 00OpalleHUs ¢ IePCOHATBHBIMH JaHHBIMH;

- BO3MOXHOCTH OCYWECTBJICHHA HEINPECPbIBHOIO KOHTPOJA W YIPaBJICHHA
[rpoueccaMu 06pa60TKH U repejadyr nepCcoHallbHbIX NaHHBIX,

- 3allHThI NEPCOHAJIbHBIX NaHHBIX OT HE3AKOHHOT'O pacrnpoCTpaHeHHs.

3.2. Llenm 3amuThl.

OcHOBHO#H LlefIbl0, Ha JIOCTHXKEHHE KOTOpPOH HanpasleHbl BCE TMOJIOKEHHS
Hactosweil IlonuTuku, sBasercs 3alMta CyOBEKTOB MH(POPMALMOHHBIX OTHOLICHHIA
Kosute/ka 0T BO3MOXKHOIO HaHECEHUS! UM MaTepHallbHOro, (PU3MYECKOIro, MOPaibHOIO
MJIM MHOTO yIiepOa, MoCpeICTBOM CIIy4alHOro WM IpeJHaMepeHHOro BO3AEHCTBUS Ha
MepCoHalbHbIE JaHHbIE, UX HOCUTEJIH, NpoLecchl 00paboTKH U nepeavmu.

YkazaHHast 1elib AOCTHTACTCA TMOCPEACTBOM obecrneyeHUss M MOCTOSHHOIO



noaaepXKaHuga Caeayroumnx CBOMCTB NEepCcOHAJBHBIX JaHHBIX!

- JIOCTYMHOCTM MEPCOHANBHBIX [aHHBIX JJi JIerajJbHbIX MOJIb30BaTeNCH
(ycroituuBoro QyHkuMoHHpoBaHus HMH(MopMauuoHHOH cuctembl Komtemxka, mnpwu
KOTOPOM MOJIb30BATENH UMEIOT BO3MOXHOCTb MOYY€HHUsI HEOOXOANMBIX MEPCOHATIBHBIX
JIAaHHBIX U Pe3yJILTATOB PELIeHUs 3a/1ay 3a IPUeMIeMOoe JUl HUX BpeMsl);

- [IeJIOCTHOCTH M ayTeHTMYHOCTH (MOATBEP)KIAEHHE aBTOPCTBA) MEPCOHATBHBIX
JlaHHBIX, XpaHUMbIX M oOpabaTbiBaeMbix B MH(opmanmoHHod cucreme Kosnemka u
nepeaBaeMoil Mo KaHajaM CBSI3H,

- KOH(UIEHIMAIBLHOCTH - COXpaHeHMs B TalHe OMNpe/e/eHHOH YacTH
NepcoHabLHbIX JaHHbIX, XpPaHUMbIX, 0OpabaTbiBaeMbIX M TepefaBaeMbIX MO KaHajlaMm
CBSI3U.

Heo6XoauMBblH  ypoBeHb [AOCTYMHOCTH, LEIOCTHOCTH M KOH(HAEHIMAIBHOCTH
MnepcoHabHbIX JIaHHbIX O0ecrneyuBaeTcsi COOTBETCTBYIOUIMMH MHOMXECTBY 3HAaYHMMbIX
yrpo3 MeTo/laMH U CPe[CTBAMM.

3.3. OcHOBHBIE 3a7ayd CHCTEeMbl oOecrieueHHs O€30MMacHOCTH TMEPCOHATBHbIX
JaHHbIX.

Jlist TOCTHKEHHs OCHOBHOM 11€JIM 3alllMThl U OOecreueHus yKa3aHHbIX CBOHCTB
MepcoHaNbHBIX NaHHBIX CcHcTeMa obecriedyeHns HMHOOPMALMOHHON Oe30macHOCTH
Konnemka nomkHa obecreunBaTh 3G PeKTUBHOE pellleHHe CIeAyOUINX 3a1a4:

- CBOEBpPEMEHHOE BBISBJICHHE, OLEHKAa M MPOrHO3MPOBAaHUE MCTOYHUKOB yrpos3
HHGOPMALMOHHON Ge30MacHOCTH, MPUYMH U YCIIOBUH, CHOCOOCTBYIOLIMX HAHECEHUIO
yilepba 3aMHTEPECOBAHHBIM CyOBEKTaM MH(OPMALMOHHBIX OTHOIICHWH, HapyIIEHHIO
HOPMaLHOTO (hyHKIIMOHUPOBaHHS HH(POPMALMOHHOM chucTembl Komtemxka;

- co3jaHMe MeXaHW3Ma ONepaTHBHOrO peardpoBaHMs Ha yrpo3bl 0€30MacHOCTH
uHpOpMaLMKY U HEraTHBHbIE TEHIEHIIHH;

- co3jaHve YCIOBMil Il MMHHMH3AllMKM M JIOKaIM3allMM HaHOCHUMOro yiepda
HerpaBoOMEepHbIMU  AeHCTBUSAMM  (M3MYECKMX M IOPUIMYECKMX JIHL, ociabieHne
HeraTMBHOTO BIMSHMA M JMKBMIALUMsS [OCJEACTBHI HapylleHHs 0e30MacHOCTH
UHpOpMaLUK;

- 3alMTy OT BMeLIaTeNbCTBA B Mpolece QyHKIMOHUPOBaHHUS HH(OPMALIMOHHOH
cuctemb! Kossteka nocTOpOHHUX JIMLL (JOCTYMN K HH(OOPMAMOHHBIM pecypcam J0/KHBI
HMeThb TOJIBKO 3aperncTPMPOBAHHbBIE B YCTAHOBICHHOM MOPSJIKE MOJb30BATENHN);

- pasrpaHuueHHe J0CTyna Mojb3oBaTenedl K MHAOPMALMOHHBIM, arnapaTHbIM,
NporpamMMHbIM U WHbBIM pecypcam Konneaxa (BO3MOXKHOCTh JOCTyNa TOIBKO K TEM
pecypcam M BBIMOJHEHHS TOJBKO TeX OMepalui ¢ HUMM, KOTOpbIE HEOOXOAMME
KOHKPETHbIM MOJb30BaTe/AM JUlsl BBIONHEHHs CBOMX CiyKeOGHbIX 00s3aHHOCTEH), TO
eCThb 3alUTY OT HECAHKIIHOHUPOBAHHOTO J0CTYMa;

- obecrieyuenre  ayTreHTHM(UKAIMK  TOJb30OBATENed,  yd4acTBYIOIIMX B
uHpopMalMOHHOM obMeHe (MOATBepKIeHHE MOMIMHHOCTH OTIPaBUTENs U NoIyvaTess
uHbOpMaLIHH);

- 3amuty  OT HEC&HKHHOHHPOB&HHOﬁ MOIIH(bPIKa]_H/IH HMCIIOJIL3YEMBIX B
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nHpopmallMoHHOH cucTeme Kosneqka mporpaMMHBIX CPEICTB, a TAKIKE 3aALLUTY CHCTEMbI
OT BHEJIPEHUS] HECAaHKIIMOHUPOBAHHBIX MPOrpaMM, BKJIIOYask KOMIBIOTEPHbIE BUPYChI,

- 3alMTY HHPOPMALIMK OrPAHMUYEHHOTO MOJIb30BAHHUA OT YTEUKH M0 TEXHUYECKUM
KaHajam rnpu ee o0paboTke, XpaHEHUH U Tepeade Mo KaHalam CBsI3U.

3.4. OcHOBHBIE [IyTH peLIeHHs 3a1a4 CUCTEMBI 3allIMThI.

ITocTaBneHHBIE OCHOBHBIE 1I€JIH 3ALLUTHI U pPELICHUEC NMEPEHHCIICHHBIX BBILLE 3a/1a4
JAOCTHUTIalOTCA:

- CTPOrMM YYeTOM BCeX MOANEeKALIMX 3allMTe pecypcoB WH(POPMALIHOHHOM
cucrembl Komnemka (MHpopMauuu, 3anad, JOKYMEHTOB, KaHaJlOB CBS3H, CEpPBEPOB,
aBTOMAaTH3HMPOBAHHBIX pabo4YMX MECT);

- JKypHaJMpOBaHUEM JICHCTBUH MepcoHaa, oCylLEeCTBIISIOIEro 00C/yKuBaH1e 1
MOIM(UKALUIO TPOTPAMMHBIX M TEXHUYECKUX CPEeACTB HHPOPMALIMOHHON CUCTEMBI;

- TIOJHOTOM, peajbHOM BBIMOJHUMOCTbIO W HEMPOTHBOPEUMBOCTbIO TpeOoBaHHH
OpraHu3alMOHHO-PACTIOPSIAUTENbHBIX  JoKyMeHTOB — Komnempxa  no  Bonpocam
obecrieuenus: 6ezonacHOCTH HHGOPMaLIMH;

- TIOJArOTOBKOM  JIOJDKHOCTHBIX  JIML  (COTPYAHHUKOB), OTBETCTBEHHbIX 34
OpraHM3alMi0 M OCYIIECTBJIEHME MPAKTHYECKMX MEPONPHUATHH 1o o0becneveHHIo
6e30MacHOCTH NMEPCOHANIbHBIX IaHHbBIX U MPOLIECCOB UX 00pabOTKH;

- HaJleJIeHueM KaXJ0Iro COTPY/IHUKA (moaw3oBareis) MUHHUMAaJIbHO
HEOOXOOUMBIMH  [UIsl  BBINOJIHEHHS MM CBOMX (DYHKIHOHANBHBIX 00s3aHHOCTEH
MOJTHOMOYHMSIMH TI0 TIOCTYITY K MH(popMaunoHHbIM pecypcam Kosnnemxka;

- YeTKMM 3HaHMeM MW CTPOrMM COOJIIOJEHHMEM BCEMM  M0Jb30BaATE/IAMH
MH()OPMALMOHHOK CUCTEMBI Komnemxka TpeOoBaHUM OpraHu3alMOHHO-
pacriopsiAMTeNBHBIX  JTOKYMEHTOB IO  BompocaM  obecriedeHus  0e30MacHOCTH
MepCOHANbHbBIX 1aHHbIX;

- MepCOHaJbHOW OTBETCTBEHHOCTBLIO 3a CBOM JCHCTBHMS Ka)KJ0r0 COTPYIHHKA, B
paMKax CBOMX (DYHKIMOHAJIbHBIX 00513aHHOCTEN MMEIOLIEro 10CTY N K MH(POPMaLIHOHHbBIM
pecypcaM Kounepxka;

- HeINpEepbIBHBIM  MOJJIEPIKAHMEM HEOOXOJMMOro YpOBHSI  3alUMILIEHHOCTH
3JIeMEHTOB MH(pOpMaLMOHHOM cpenbl Kotemxka;

- INpUMeHeHHeM (HU3MYECKMX M TeXHMYECKHX ([porpamMHO-anmnapaTHbIX)
CPEJICTB 3alLUThl PEeCYypPCOB CUCTEMBI U HENpepbIBHOW aJIMUHUCTPATHBHON MOUIEPHKKOM
MX MCIOJIb30BaHMS;

- 3(b¢)eKTHBHbIM KOHTpPOJIEM Haza COGJ’I]-OJI@HHGM [1oJib30BaTe/IAMH

MH(popMaunoHHbIX pecypcoB Komnemxa tpeboBanuii mo obecrneudeHuto OGe3zonacHoCTH
UHbopMalnu;

- OpUAMYEecKOn 3awuTol uWHTepecoB Konnemxka npu  B3aUMOAEHCTBUHM C
BHEIUHUMH OpraHu3alusMH (CBSA3aHHOM C OOMEHOM MEepCOHANbHBIMH JaHHBIMH) OT
MPOTUBOMPABHBIX JEHCTBHH, KaK CO CTOPOHBI O3THX OpraHu3alWi, Tak H OT
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HEeCAaHKIIMOHUPOBAHHBIX JEHCTBUM 00CIIy)KMBaIOLLIEr0 epcoHaa U TPEThbUX JIMIL.

4.  OcHoBHbIe NPHHIHNBI NOCTPOEHHS CHCTEMbI 0€30M1ACHOCTH
nepcoHaJTbHbIX JAHHBIX

HOCTPOBHHC CHUCTEMBI, obecrieyeHuss 0Oe30MacHOCTH IMEePCOHAJIbHBIX JIaHHBIX
KOJ"IJIC,E[}KEI, H ¢ce (l)yHKLlHOHHpOBaHHe HOJDKHBI OCYILECTBJSATLCH B COOTBETCTBUH CO
cjleayrouiMMHU OCHOBHBIMHU IMTPHHUHUIIAMHM!

- 3aKOHHOCTB;

- CHCTEMHOCTb;

- KOMILIEKCHOCTB;

- HEeNpepbIBHOCTE;

- CBOEBPEMEHHOCTH;

- [PEeEeMCTBEHHOCTb H HENpPepPbIBHOCTH COBEPILIEHCTBOBAHHS;

- pa3yMmHasl 10CTaTOYHOCTb (IKOHOMMYECKas 11eJ1eco00pa3HOCTh);
- repcoHasbHas OTBETCTBEHHOCTS;

- MHHHMH3ALHA HOHHOMO‘-II/II\:‘I;
-  HCKJIFOYECHHE ]{OHCb.TlPIKTa HHTEPECOB,

- B3aUMOJIEHCTBHE U COTPYIHHUYECTRO;

- TMOKOCTb CUCTEMbI 3aLLUTHI;

- OTKPBITOCTh aIFOPUTMOB U MEXaHU3MOB 3alLUThI;
- MPOCTOTA MPUMEHEHHS CPEACTB 3alLUTHI;

- 00OCHOBaHHOCTh M TEXHHUYECKAs peaIn3yeMOCTh;
- creuuranu3anus U npodeccuoHallu3m;

- 00s13aTeNIbHOCTL KOHTPOJISL.

4.1. 3aKOHHOCTB.

[Tpeanonaraet ocyiiecTBIeHWe 3aLIUTHBIX MEPOMPHUSATUH U pa3pabOTKy CUCTEMBI
0e30MacHOCTH MepcoHalibHbIX JaHHbIX Konnemka B COOTBETCTBHM C JEHCTBYIOLIMM
3aKOHOAATEILCTBOM B 00JACTH 3allMThl MEPCOHANBHBIX JAHHBIX, @ TaKXkKe IpPYyrux
3aKOHOJATENbHBIX aKTOB MO Oe3onacHocTu uHbopmauun PD, ¢ npumenenuem Bcex
JI03BOJICHHBIX METOA0B OOHApyKEeHMsI M IpeceueHUsi NpaBOHapyLIeHUH npu padote
nepcoHabHbIMU JaHHBIMU. [IpHUHSATBIE Mepbl O€30MaCHOCTH NMEPCOHANBHbBIX JAaHHBIX HE
NIOJKHBI MPENSATCTBOBATH JOCTYMY MPaBOOXPAHUTEIBHBIX OPTaHOB B MPEAyCMOTPEHHBIX
3aKOHOAATEILCTBOM Cllyyasx.

Bce nonws3oBarenu uHpopmaimoHHoit cuctembl Kosnemxa QOMKHBI HMETh

npeacTaBjieHie 00 OTBETCTBEHHOCTH 3@ [paBOHApyllleHHs B 00sactd 00paboOTKH
nepcoHasbHbIX JaHHbBIX.



4.2, CUCTEMHOCTb.

CHCcTeMHBIN MOAX0/ K IMOCTPOEHHUIO CUCTEMBI 3alMThl MHpopMauuu B Komiemnxe
MPEIoIaraeT y4eT BCeX B3aHMOCBSA3aHHbBIX, B3AMMOAECHCTBYIOLUMX U U3MEHSIOLLIMXCS BO
BPEMEHH DJIEMEHTOB, YCJIOBUH W (PAKTOPOB, 3HAYMMBIX JUISl MOHUMAHUS W pelleHUs
npobsieMbl obecriedeHus 6€30MacHOCTH MePCOHATbHBIX JaHHBIX.

HpH CO3JlaHHH CHUCTEMBI 3allMThl JOXKHBI YYHUTBIBATHCA BCE cnabeie 1 HauboJee
YA3BUMbBIC MECTa I'IH(bOpMaI_IHOHHOﬁ CHCTECMBI Konne,mxa, a TaK¥Ke XapakKTep, BOSMOXHBIE
00BEKTBI M HanpaBJICHHUA aTaKk Ha HEC CO CTOPOHLI Hap}/UJHTCHEH (OCO6CHHO
BbICOKOKBEU'IH(bHU,HpOBaHHbIX 3J'l0yMbIIJ_U'IeHHHKOB). Cucrema 3alIMThI JOJIZKHA CTPOUTLCH
C Y4E€TOM HE TOJIBKO BCEX H3BECTHBIX KaHaJlOB [MPOHHUKHOBEHHSI H
HECAHKIIHOHHUPOBAaHHOI'0O [JOCTYIla K HH(pOpMaL[PII/I, HO MU C VY4YETOM BO3MOKHOCTH
IMMOABJICHHUA IIPUHUHUIIMAJIBHO HOBBIX HYTeﬁ peajii3alu Yrpos3 0e30MacHOCTH.

4.3. KOMIUIEKCHOCTb.

KomnnexcHoe wucnonb3oBaHHe METOJOB W CPEACTB 3aLUTbl KOMIbIOTEPHbIX
CUCTEM TIpeirnojaraeT CorjacoBaHHOE IMPUMEHEHME pa3HOPOJHBIX CPEeJICTB IpH
IIOCTPOEHHUU LEJOCTHOH CHCTEMbl 3allMThl, IEPeKpbIBAlOLIEH BCE CYUIECTBEHHBIE
(3HauMMble) KaHajJbl pealu3allMd Yrpo3 M He coaepiallei ciaalbblXx MecT Ha CThIKax
OTJIE/IBHBIX €€ KOMITOHEHTOB. 3alluTa JO0JKHa CTPOMTHCS JSILIENIOHHPOBaHO. BHeuiHss
3allMTa A0JDKHA obecrieuuBaTbes (U3MUECKUMU CPEACTBAMM, OPraHU3alMOHHBIMU M
IPaBOBBIMH MEpaMH.

4.4. HenpepblBHOCTb 3aLLIUTHI.

Obecrneyenue 0€30MaCHOCTH NEPCOHANIBHBIX IaHHBIX - POLIECC, OCYLUECTBIISIeMbIH
pykosoactBom Kosnemxka, aamMuHHcTpaTopamMu 0e30MacHOCTH  MH(POPMALMOHHOM
cHCTeMbl U paDOTHHKAMHU BCeX YPOBHEH. DTO He TOJBKO WM HE CTOJBLKO Mpolesypa Wi
MOJMTHKEA, KOTOpasi OCYIUECTBISETCS B ONpeaeseHHBIH OTpe30K BpeMeHH HIIH
COBOKYITHOCTb CPE/ICTB 3aLLUThI, CKOJIBKO IMPOLECC, KOTOPbIN IO/HKEH MOCTOSIHHO MJITH Ha
BceX ypoBHsAX BHYTpH Kosnemxa v Kax/ablii paOOTHHK NOJIKEH NMPUHUMATh y4acTHE B
3TOoM mpouecce. JlearenbHOCTs Mo o0ecrneveHUut0 HH(OPMALHOHHON ©e30MacHOCTH
SIBJIIETCS  COCTABHOM 4acThio MoBceAHeBHOW jaestensHocTH Konnemxa., WM ee
3ppeKTUBHOCTL 3aBUCUT OT y4acTus pykoBojctBa Kosuiejpka B obecrieyenuu
MH(pOpPMAaLIMOHHON 6e30MacHOCTH NMEePCOHANIBHBIX JaHHBIX.

Kpome toro, OOonbIIMHCTBY (PU3MYECKMX U TEXHHYECKMX CPEACTB 3alUThI J1Jisl
3 PeKTUBHOTO BBITIOJIHEHH S CBOMX byHKUHH HeoOXouma MOCTOSAHHAS
opraHusaldoHHas (aAMMHHUCTpAaTHBHas) MOIEpXkKKa (CBOEBpeMeHHas CMeHa M
obecrieyeHHe MPaBUIIBHOIO XPaHEeHHs U IPUMEHEHUs UMEH, NapoJiei, nepeornpe/iesieHue
NOJIHOMOYHH | T.1.). IlepepsiBbl B paboTe CpeAcTB 3allUUThl MOTYT ObITh MCIOJb30BaHbI
3JJOYMBILJICHHUKAMH JUIS aHajdu3a NPUMEHsSEeMBIX METOIOB M CPEJCTB 3alUTBI, JJIs
BHEJIPEHHS CIELMAJIBHBIX MPOrPAMMHBIX M annapaTHbiX "3akaafaok" U JIpyrux CpeicTs
Npeo0JIEHUS 3alIUThI.

4.5. CBOEBPEMEHHOCTD.

[Ipeanonaraer ynpexaarouuii xapaktep Mep obecrnievueHus 0e€30MaCHOCTH
NEePCOHANBHBIX J@HHBIX, TO €CTh IIOCTAHOBKY 3ajlad [0 KOMIUIEKCHOH 3aliuTe
MepCOHAIbHBIX JaHHBIX U peaau3auuto Mep obecrnieueHus 6€30MacHOCTH NMEePCOHANbHbBIX
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AaHHBIX Ha paHHUX CTaAuAX pa3p360TKl’[ I/IHCl)OpMaHI/IOHHbIX CHCTEM B LIEJIOM U UX CUCTEM
3alllMThl, B YaCTHOCTH.

PaspaboTka cHCTEMBI 3allMTHI JOJDKHA BECTHCh MapaiiiellbHO ¢ pa3paboTKoi u
pasBUTHEM CaMOH 3alMiaeMoil MHGOPMALMOHHONH CHCTEMbl. DTO TMO3BOJUT YYeCTh
TpeboBaHHs 0€30MacHOCTH MPU MPOEKTUPOBAHUM APXUTEKTYPbI M, B KOHEUHOM CUETe,
co3aarh Oojiee 2GdeKkTUBHBIE (KaK M0 3aTpaTtam PecypcoB, TaK U 110 CTOWKOCTH) CUCTEMBI,
obsajaroiire 10CTaTOUHbIM YPOBHEM 3alLHIIIEHHOCTH.

4.6. IlpeeMCTBEHHOCTb U COBEPILICHCTBOBAHHE.

[Ipeanonaraer mnocTosHHOE COBEPILEHCTBOBAHWE Mep W CPEACTB 3alllMThl
MepcoHaNbHBIX JaHHBIX HA OCHOBE MPEEMCTBEHHOCTH OPraHU3allMOHHBIX U TEXHHYECKUX
pelleHri, KaJJpOBOro coCTaBa, aHaiau3a QyHKIIMOHUPOBAHUS HH(DOPMALIMOHHOM CHCTEMBI
Konnemka v cuctembl ee 3alllMThl C y4eTOM HW3MEHEHMM B MeETOAaxX M CpeACTBax
nepexpara HWHGOPMalLMM, HOPMATHUBHBIX TpeOOBaHUM MO 3alUTe, MAOCTUTHYTOrO
OTEYECTBEHHOIO U 3apy0eHOro OrnbITa B 3TOM 001aCTH.

4.7. PazyMHas 10CTaTOYHOCTb (IKOHOMUYECKas 11e71eco00pa3HOCTh).

[lpeanonaraer cooTBeTcTBHE YpPOBHsSI 3aTpaT Ha oOecrnedyeHne O0e€30MaCHOCTH
epcoHabHbIX JaHHBIX LICHHOCTH HH()OPMALIMOHHBIX PECYPCOB U BETUUHUHE BO3MOXKHOIO
yulepba OT MX pa3rialleHus, yTparbl, YTEYKH, YHHUUYTONKEHHMS M HCKAKEHMS.
Mcrnonezyemble Mepbl M cpeinctBa oOecrieyeHuss Oe30MacHOCTH HMH(OPMAIMOHHBIX
pecypcoB He J0JKHblI 3aMETHO YXY/JLIaTb 3ProHOMHYECKHE IOoKazaTenu padoThl
KOMITOHEHTOB MH(popMalMoHHoi cuctembl Kosnemka. M3nuirHue Mepsl 6€30MacHOCTH,
MOMMMO IKOHOMHUYECKOH Hed(PeKTUBHOCTH, MPUBOAAT K YTOMIIEHUIO M Pa3jipakeHHIO
nepcoHana.

Coznath  abCO/MIOTHO HENPEOAOJMMYIO CHUCTEMY 3allliThl [PHHLMIIHATILHO
HeBO3MOXKHO. [loka nmepcoHanbHble QaHHBIE HAXOAATCS B OOpalleHWH, NMpUHUMAaeMble
Mepbl MOTYT TOJIbKO CHU3UTh BEPOSTHOCTh HEraTUBHBIX BO3ACHCTBHI MM yiliep0d OT HUX,
HO HE WUCKIIIOYWTB UX MOJHOCTBIO. [Ipu JocTaToOuHOM KOJIMuYecTBE BPEMEHHM U CpPe/ICTB
BO3MOXKHO [peoaoneTh modyro 3awmuty. [losTomy w#Meer cMbIcn paccMaTpuBaTh
HEKOTOpbI NMpuemieMblii ypoBeHb oOecnedyeHusi OezonacHocTU. BeicokoaddexTuBHas
CUCTEMA 3aLUThl CTOUT J0POro, HCMOJIb3YET MpU padoTe CYIIECTBEHHYIO YacTh PECYPCOB
M MOXeT cOo3/1aBaThb OLyTHMbIE JONOJHUTENIbHbIE HEYA00CTBa Mojb3oBaTeNsM. BaxHo
[paBUIbHO BbIOPATH TOT AOCTATOUYHBIH yPOBEHb 3allUTHI, TIPU KOTOPOM 3aTpaThl, PUCK H
pazMep BO3MOKHOTO yiiep0a ObLiu Obl MpUeMIIEMBIMH.

4.8. IlepcoHanbHas OTBETCTBEHHOCTD.

[Ipeanonaraer Bo3j0KeHME OTBETCTBEHHOCTH 3a olecrnedeHwe Oe30MacHOCTH
NepcoHajbHbIX JaHHBIX U CHCTEMbl UX 00pabOTKH Ha KaXXIO0ro COTPYAHHMKA B Mpejenax
€ro IMOJHOMOYMH. B COOTBETCTBMM C€ 3TUM TMPUHLMIIOM pacrpeielieHHe MpaB MU
00s3aHHOCTEH COTPYJHUKOB CTPOMTCS TakuMm oOpa3om, 4TOOBl B clydae JH0OOT0
HapyLEHHs! KpYT BAHOBHUKOB ObL1 YETKO U3BECTEH MU CBEAEH K MUHUMYMY.

4.9. MuHUMH3aLUA TTOJJTHOMOYHH.

O3nayvaer NpenoCTaBJICHUE TIOJB30BaTE/IIM MHWHHUMAJIBHBIX IIpaB O0CTyMNa B
COOTBETCTBHH CO CHY)K66HOﬁ HEO6XO£[I/IMOCT[:I{). I[OCT}"H K MNEPCOHaAJIbHBIM JaHHBIM
HOIKEH NPpeaoCTaB/IATLCA TOJIBKO B TOM ciiydae H 06BEM6, €CJIM 3TO HEeoOXOaMMO
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COTPYHUKY JJIsl BBITIOJIHEHHUS €0 JOUKHOCTHBIX 00s13aHHOCTEH.
4.10. HUckimouenue KOHQIMKTA MHTEPECOB (paszaeeHue QyHKLH).

DbodextuBHas cuctema obecriedyeHus  MHQOPMALMOHHOM  ©e30macHOCTH
npeJrosaraeT 4eTKoe pasiesieHiue 00s3aHHOCTEH COTPYIHMKOB U UCKIIFOYEHHE CUTYallHH,
korja cepa OTBETCTBEHHOCTH COTPYJIHHMKOB AornyckaeT KOHQIMKT uHTepecoB. Chepsbl
MOTEHHATBHBIX KOH(QIUKTOB IOKHBI BBIABIAATLCS, MUHUMHU3UPOBATLCH, U HAXOAUTCS
[0/l CTPOTMM HE3aBMCHMBIM KOHTposieM. Peanuzanust 1aHHOrO MPUHLIKMIIA Npejioaraer,
YTO He OJIMH COTPYIHUK HE JOJI’KEH UMETh ITOJHOMOYMA, MO3BOJISIOLLUX EMY €IMHOJIMYHO
OCYLIECTBJIATH  BBIMOJHEHWE KPUTHYHBIX onepauuil. Hanenenwe coTpyaHHKOB
MMOJIHOMOYHSAMH, TOPOXKIAIOMIMMH  KOH(IHUKT MHTEPEecoB, AAeT €My BO3MOKHOCTD
MOITACOBHIBATH HH(GOPMAIIUIO B KOPBICTHBIX LIEJISX UK C TEM, YTOOB! CKPBITh MPOOJIEMBbI
WK TOHEeCeHHbIe YOBITKH. I CHM)KEHUs pUCKAa MaHHWIYJIMPOBAaHMs ME€PCOHAJbHBIMH
[aHHBIMH ¥ PHCKA XHIIEHMS, TAKME MOJHOMOUHUS JOJKHBI B MAKCHUMAJILHO BO3MOKHOM
cTerneHu ObITh paz[esIeHbl MEeXIY pa3iHYHBIMU COTPYAHMKAMH HIIM TMOJApa3AeIeHUsIMH
Kosmnemxa. Heo0Xx0oauMo npoBOANTE EPUOAHYECKHUE TPOBEPKH 00s13aHHOCTEH, (yHKILLMI
M JIeATEeJbHOCTH COTPYIHHUKOB, BHIMOJHSIOMINX KitodeBble GyHKUMH, ¢ TeM, 4TOObI OHH
He MMeJIH BO3MOXKHOCTH CKPBIBaTh COBEpLICHHE HeMpaBOMEPHbIX AeicTBUI. Kpome Toro,
HeOOXOJMMO TPHHUMATL CIELHalbHbIe Mepbl MO HEJOMYUICHUIO CroBOpa Mexay
COTPYAHUKAMH.

4.11. B3aumopeicTBHE U COTPYAHUYECTBO.

[Ipeanonaraer co3nanue daronpusTHoi atmMocdepsl B konekTuse Komtemka. B
TaKoi 00CTaHOBKE PaOOTHUKU JOJIKHBI OCO3HAHHO COOJII0/1aTh YCTAHOBIIEHHBIE MPABUIIa
¥ OKa3biBaTh  COJEHCTBHE  JESITEeNBHOCTH  aAMMHUCTPATOpPOB  0€30MacHOCTH
MH()OPMALIMOHHON CUCTEMBI NEPCOHANIBHBIX JaHHbBIX.

BaxueiM  dnemenToM 3(Q(EeKTHBHOH cHCTeMbl obecriedeHus 0e30MacHOCTH
nepcoHanbHBIX JHaHHBIX B Komnmemke sBasieTcss BbICOKAs KyJabTypa padoOThl ¢
undopmanmeii. PykoBoactso Kossie/pka HeceT OTBETCTBEHHOCTD 3a CTPOroe cod/oieHne
THYECKHUX HOPM H CTAHIapTOB NMpodecCHOHAILHON AesITeIbHOCTH, N0 4ePKHUBaIOIIEH U
JIEMOHCTPHUPYIOLIIEH  TepcoHaly Ha  BCeX YPOBHAX  BaXKHOCTL  obecreveHus
uHhopMauMoHHOH Oe3zonacHocti Kosnemka. Bee cotpyanuku Kosulemka 10/KHbI
MOHMMATh CBOK POJIb B rpouecce obecriedyeHus MHOOPMaALMOHHON Oe30nacHOCTH M
MPUHUMATH ydacTHe B 3TOM mpouecce. HecmoTps Ha TO, 4TO BbICOKas KyJibTypa
obecrieyeHus: MHGOPMALUMOHHON O€30MacHOCTH HE TrapaHTHUPYeT aBTOMATH4YECKOro
JNOCTHIKEHUS LieJiel, ee OTCYTCTBME CO3JaeT Oouibllie BO3MOMKHOCTEH JUIsl HApyLICHHS
Oe30MacHOCTH UJIM He OOHapyKeHHUs (PaKTOB €€ HapyLIEHHUS.

4.12. T'ubKOCTH CHCTEMBI 3ALLIUTEHL.

Cucrema obecrieyenns MHHOPMALMOHHONW O€30MaCHOCTH J0MKHA ObITh CrIOCOOHA
pearupoBaTh Ha WU3MEHEHUS| BHEIIHeH cpeabl M YCJIOBHH  OCYILECTBIICHHS
aJIMUHUCTpaLMeil CBOel fesTenbHOCTH. B uncio Takux u3MeHeHHnH BXOIAT:

- M3MEHeHMs OpraHU3allMOHHON U WTAaTHOH cTpYKTYpbl Kosulerka;

- HM3MCHEHHE CYLICCTBYHOUIMX HWJIH BHEAPCHHUEC [NPUHUHUIHAIBHO  HOBBIX
]/lH(i)OpMal_IIdOHHbIX CHCTEM,

- HOBBIE TEXHHYCCKHE CpeICTBaA.
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CBOHCTBO TMOKOCTH cHCTEMBI ofecriedeHuss HHPOPMAHOHHONW 6e30macHOCTH
M30aBISIET B TaKMX CHUTyalMsX OT HEOOXOAMMOCTH MPUHATHS KapAMHAIBHLIX MEp IO
MOJIHOM 3aMeHe CPeACTB M METONOB 3alllMThl Ha HOBBIE, YTO CHHXKAET ee OOLLYIO
CTOUMOCTE.

4.13. OTKpBITOCTH QITOPUTMOB U MEXAHU3MOB 3aLLMTHI.

CyTb NpHHLKNA OTKPLITOCTH AITOPUTMOB W MEXAHU3MOB 3aILUTHI COCTOUT B TOM,
4TO 3allMTa He AO0JKHA ODECreYMBaTLCS TOJBKO 3a CHET CEKPETHOCTH CTPYKTYpHOId
OpraHM3allMi ¥ ajJropuTMOB (YHKIMOHMPOBAHMSI €€ MOJCHCTEM. 3HAHHE aJrOPHTMOB
paboThl CHCTEMBI 3alliMThl HE JODKHO JaBaTh BO3MOXHOCTH €€ MpeojoeHHs (naxe
aBTopam). 10, OHAaKO, HE 03HAYaeT, YTO MH(OPMAILKs 06 MCMIOIB3YEMbBIX CHCTEMAX U
MeXaHH3Max 3allMThl 10JKHA ObITh 001IE10CTY THA.

4.14. IlpocToTa NpUMEHEeHUs CPEACTB 3aLUThI.

MexaHNU3Mbl U METO/IbI 3aLIMTHI JOJKHBI ObITH HHTYHTHBHO TIOHSTHBI K HPOCTHI B
ucnonb3oBaHuu. [IpuMeHeHHe cpeaIcTB M METO/IOB 3allUTHI HE JOJKHO OBITh CBSI3aHO CO
3HAaHUEM  CMELHANBHBIX SA3BIKOB WM C BBIMOJHEHHEM JICHCTBMiA, TpeOyIOLIMX
3HAYMUTEIbHBIX JIONOJHUTENbHBIX Tpyao3arpar npu 0OBbIYHOH pabote
3aperuCTPUPOBAHHBIX M0JIb30BaTE/IEH, a Talkoke He IOMKHO TpeboBaTh OT IMOJIL30BATE NS
BBIMOJIHCHHS PYTHHHBIX MAJIONOHATHBIX €EMY OIEpaliM.

4.15. O6OCHOBAaHHOCTb U TEXHHYECKAs Pean3yeMOCTb.

WHpopmalMoHHble TEXHONOTHH, TEXHMYECKHe M [pOrpaMMHbIE CpeICTBa,
Cpe/iCcTBA M MEphl 3alUTHI MEPCOHANBHBIX AAHHBIX JIOJOKHBI OBITH peaqu30BaHbl Ha
COBPEMEHHOM YpPOBHE pa3BUTHsS HAayKH M TEXHMKHM, OOOCHOBAHBI C TOYKH 3pEHHS
JOCTHIKCHHS  3a/laHHOrO  ypoBHs ©Oe30rmacHOCTH MHMOPMALMH M SKOHOMMYECKOI
11eJ1eco00pa3HOCTH, a TaKXke JOJIKHBI COOTBETCTBOBATH YCTAHOBJIEHHBIM HOPMaM M
TpeOOBaHUAM 110 OE30MACHOCTH MEPCOHABHBIX AaHHBIX.

4.16. Cneunanuzauus u npoheccuoHanIu3M.

[lpeanonaraer npusneueHue k paszpaboTke CPeNCTB M peaM3allid Mep 3all(MThI
MepcoHaNbHbIX JNaHHBIX ClelMaIu3upoBaHHbIX opraHu3alui, Haubouee
MOJArOTOBJIEHHBIX K KOHKPETHOMY BUAY HAEATEILHOCTH MO obecrneueHnio 6e30macHoCTH
HHQOPMALMOHHBIX ~ PECYpCcOB,  HUMEIOIIMX  OMNBIT  MpPakTHYeckodl  paboThl  u
rOCY1apCTBEHHYIO JIMIIEH3HIO Ha MPaBO OKa3zaHMUs YCIYr B 3TOM obGnactu. Peanuszauus
aJMHUHHUCTPATUBHBIX MEpP M IKCIUIyaTallMsi CPEACTB 3alMThl JOJIKHA OCYIIECTBISATHCS
MpoQeccHoHatbHO MOArOTOBNEHHBIMHU crieluanictaMu Kotemka (aiMHHMCTpaTopamu
0e30nacHOCTH HH(OPMALIMOHHON CUCTEMBI MTEPCOHAIBHBIX JaHHBIX ).

4.17. O6A3aTeNILHOCTL KOHTPOJIS.

[Ipennonaraer 00sA3aTeNbHOCTE U CBOEBPEMEHHOCTh BbISABJICHUS M IpecedeHus
[MOMBITOK  HapylleHWs  yCTAHOBJEHHbIX MNpaBui, obecrneyeHUst OE30MacCHOCTH
MEepPCOHANBbHBIX JIAHHBIX, Ha OCHOBE MCIMOJb3YEMBIX CHCTEM H CPEICTB 3alllUThI
MepCOHANbHBIX JAHHBLIX, MPU COBEPLIEHCTBOBAHHU KPUTEPHEB M METOLOB OLIEHKH
2(p(HeKTUBHOCTH ITUX CHCTEM M CPEJCTB.

Ko HTPOJIb 3a 1€ATCIIbHOCTHIO moboro MOJIL30BAaTEJISA, KAXIOT0 CpeaCTBa 3alllMThl U
B OTHOLUEHUMU J1000ro o0O0BeKTa 3allIMTBl  OOJIPKEH OCYIIECTBISATBCA Ha OCHOBE
[NPUMEHCHUA CPCACTB ONEPATHBHOIO KOHTPOJISA H PETUCTPaLMi U JOJI)KEH OXBAaThIBATh KakK
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HECAHKIIMOHHPOBAHHLIC, TAK U CAHKIUMOHHPOBAHHBIC JIEUCTBUSA MOJIb30BaTeJIeH.

Kpome Toro, oshdekruBHas cucrema obecrieueHus  MHPOPMALMOHHOM
GezonacHOCTH TpeOyeT Hanuuds afeKBaTHOM M BceoObemmolleH HHpopMmaLuu o
TEKYLIEM COCTOSHHMH TPOLIECCOB, CBSI3aHHBIX C JABMKEHHEM MHQOPMALMK U CBEICHHH O
cOOJIIO/IEHNH YCTAHOBJIEHHBIX HOPMATHBHBIX TpeOOBaHMH, a TakxkKe JIONOJHUTENbHOH
nHpOPMAIUK, MMEFOLIEH OTHOLIEHHE K MPUHSTUIO peteHuit. Mudopmauns jomkHa ObITh
HaE)KHOM, CBOEBPEMEHHOM, JOCTYIMHOM U NPaBUIbHO OPOPMIIEHHOH.

HenocraTku  cucrteMbl  obecriedeHuss  MHpopMaUMOHHOH  Oe30macHOCTH,
BbISIB/IEHHbIE cOTpyAHMKaMu Kosnempka 10/KHbI HEMEUIEHHO JI0OBOJANUTBCS /10 CBEACHMA
rnaBpl  KoJjule[pka M OMepaTHBHO  yCTpaHAThbCA. Bompocel, KOTOpbIe — KaxyTcs
He3HAYUTEJIbHBIMU, KOTIa OTJIeJbHBIE MPOLIECChl pacCMaTPUBAIOTCS M30JIMPOBAHHO, MPH
pacCMOTPEHHH HMX Hapsily C APYTMMM acleKTaMu MOryT yKa3aTb Ha OTpMUATC/IbHBIC
TeHJEHLMH, TPO3SIIUe IepepacTd B KPYIHbIE HEIOCTATKM, €CAM OHM He OyayT
CBOEBPEMEHHO YCTPAHEHBI.

5. Mepbl, METOBI U CpeACTBA obecneyeHns TpedyeMoro ypoBHs 3alHThbI
MH(}OPMaLIHOHHBIX PECYPCOB

5.1. Mepsi obecrieuennst MHGOPMaLMOHHON 0€3011aCHOCTH

Bcee Mepbl obecrniedenus Ge3onacHOCTH MH(OpPMaLMOHHON cucTeMbl Kosneaxka
[Mo/pa3/IesIsiioTCs Ha:

- mpaBoBble (3aKOHOJATEBHbIE);

- MOpaJIbHO-3TUYECKHE;

- TEXHOJIOrMYECKHE;

- OpraHu3aluoHHbIe (aIMUHUCTPATHBHBIE);

- (pU3UUECKHe;
- TexHUYecKue (anmnaparypHbie U POrpaMMHbIE).

5.1.1. 3akoHopaaresbHble (IPaBOBbIE) MEPbI 3ALIMTEI.

K npaBoBbIM Mepam 3alllMThl OTHOCATCS 1€ACTBYIOLLME B CTPAHE 3aKOHbI, yKa3bl U
HOPMATHBHBIE AaKThI, pPErJaMEeHTHPYIOLIMe IpaBuia oOpalleHHs ¢ MepCoHalbHBIMHU
JaHHBIMM, 3aKpervisiole mnpaBa M OOSI3aHHOCTH Y4acTHMKOB HH(OPMALMOHHbIX
OTHOILEHHMH B rporecce UX 00pabOTKKM M MCIIO/IL30BAHMS, @ TAK)Ke yCTaHaBIMBaOLIME
OTBETCTBEHHOCTh 3a HapyllueHusi THX mnpaBui. [lpaBoBble Mepbl 3alllMTbl HOCAT B
OCHOBHOM YNpeXAalomuii, npoduiakTuieckuii Xapaktep M TpeOylOT MOCTOSHHOM
Pa3bACHUTEILHOW paboThl € IONB30BATENAMHM M O0CIYXKHBAIOLIUM  [EPCOHATIOM
nHpopMalMoHHOH cucTeMbl Konemka.

5.1.2. MopaJlbHO-3THYECKHE MEPbI 3aLLMThI.

K MOpaibHO-3THUECKMM MepaM OTHOCATCS HOPMbl  TOBEICHHs, KOTOpbIe
TPAJAMIIMOHHO  CIOXKHIMCh WM CKJIAQAbIBAOTCSA = 110 MEpe  pacnpoCTpaHeHHs
MH(POPMALIMOHHBIX TEXHOJIOTHH B 00LIecTBe. DTH HOPMbI OOJIbILICH YaCTbIO HE ABJISAIOTCS
00s3aTeNIbHBIMH, KaK 3aKOHOJATe/IbHO YTBEpPKAEHHbIE HOPMATHBHbBIE aKThl, OJIHAKO, HUX
HeCOOMOIeHHe MOXKET TIPUBECTH K MAJACHUIO aBTOPUTETA, MPECTHXKA YCJOBeKa, IPYIIibl
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nuu v Kosutejpka B LenoM. MopaibHO-3THUYECKHE HOPMBI OBIBAIOT KaK HEeNMCaHbIe, TaK
W nucaHble, TO €CTh 0OPMIIEHHbIE B HEKOTOPbIN CBOJ (YCTaB) MpaBUJI MM NPeANHCaAHMIA.
MopajibHO-9THYECKHE MEpbl 3alUMThl  ABASIOTCS NPOPHUIAKTHYECKMMH M TpeOyioT
MOCTOSHHOM PabOThI 110 CO3/1aHUIO 3/I0POBOI0 MOPAIBLHOIO KJIMMATa B KOIIEKTHBE.

5.1.3. TexHonoruueckue Mephbl 3alMTHI.

K nanHoMy BMIy Mep 3allMTBl OTHOCSTCS Pas’HOrO pPOJA TEXHOJNOrMYecKHe
pelleHMs U MpUeMbl, OCHOBAHHBIE HA UCIIOJIB30BAHUM HEKOTOPBIX BHIOB M30BITOUHOCTH
(CTPYKTYpHOH,  (yHKUMOHANBbHON, WHGOOPMALKMOHHON, BpeMeHHOH u T.M.) |
HallpaBJ/ieHHbIE HAa YMEHbIIEHHWE BO3MOKHOCTH COBEPLUEHHMS COTPYIHHUKAMH OLUMOOK M
HapylEeHUH B paMKaX MPeJ0CTaBACHHBIX UM MPaB M MOJTHOMOYHIA.

5.1.4. OpranusalHOHHbIE (aJMUHUCTPATUBHBIE) MEPHI 3ALLUTHL.

OpranusauMonHble  (aAMHHUCTPATHBHBIE) MeEpbl  3alUMTBl - 3TO  Mephbl
OpraHU3alMOHHOrO XapakTepa, perjlaMeHTHpYIOLMe Mpolecchl (HyHKIHOHHPOBAHMS
CHCTeMbl  00pabOTKM  MEPCOHANBHBIX  JIAHHBIX, HCIOJNB30BAHHE €€  Pecypcos,
ACSATENILHOCTL  OOC/YKMBAKOLIEro IepcoHala, a TakkKe TMOPAA0K B3aWMOAEHCTBUS
M0JIb30BATE/ICH C CUCTEMOM TakKUM 00pa3oM, 4TOObl B HaUOOJIbIIEH CTENEHN 3aTPYAHUTE
HJIH HUCKITIOYNTH BO3MOKHOCTH peajii3aliu yrpo3 6e30MacHOCTH HMIIH CHU3MUTH pasmep
[oTepb B Cllyyae UX peasu3alivu.

5.2. dopMUpOBaHUE MOJUTHKH 0€30I1aCHOCTH.

[naBHas wuenb aJIMMHUCTPATHBHBIX Mep, MPEANPUHUMAEMbBIX HAa BBICLIEM
yMpaBjieHYeCKOM ypoBHe - c(OpMHUpOBaTh TMOJMTHKY B obnacTu obecneueHus
0€30MacHOCTH  MepCcOHANbHLIX  AAHHBIX  (OTPAKAIOLLYI0  MOAXOABI K  3allUTe
MNepcoHanbHbIX AaHHbIX) M 00ECNEYNUTh €€ BbIMOJHEHHE, Bbl/Ie/IsAs HEOOXOAUMBIE PECYPChI
M KOHTPOJIMPYS COCTOSIHUE JIelI.

C npakTHYecKoi TOUKM 3peHUs MOJUTHKY B 00acTH obecnedeHust 6e30MacHoCTH
nepcoHanbHbix AaHHbiXx B Kosnemwke wnenecoobpasHo pa3dute Ha jaBa ypoBHs. K
BEPXHEMY YPOBHIO OTHOCATCA pPELUeHHUs] PYKOBOJCTBA, 3aTpardBaroOllHe JesTelbHOCTh
Konnemka B uenom. IlonnTHka BepxHero ypoBHSI JO/DKHA YETKO OUEpTHTH cdepy
BJIMSIHWSI U OTPAHHYEHUS [IPU OlIpe/ie/IeHUH Liesei 0e30MacHOCTH NMepCOHaTbHBIX JaHHBIX,
OMpeIIUTh KAKMMH pecypcaMu (MaTepHasbHble, CTPYKTYpPHBIE, OpraHU3aliOHHbIE) OHU
OylyT MOCTHUTHYTBI, U HaWTH pa3yMHbIH KOMIIPOMHCC MEXKAY MPUEMIIEMBIM YPOBHEM
Oe3onacHOCTH U (DYHKIIHOHATBHOCTBIO.

[loMTHKa HUXKHErO YpOBHA, OMpejenseT MpOLeAypbl, U HpaBHIa IOCTHKEHUS
Lesiel M peuieHus 3ana4  0e30MacHOCTH MNEPCOHANBbHBIX HaHHBIX M JAETAIU3UPYET
(pernamMeHTHpYyeT) 3TH MpaBHa:

- KaKOBbl POJIK U 00A3aHHOCTH JIO/DKHOCTHBIX JIMLI, OTBEYAIOLINE 3a IPOBEEHHUE
MOJUTUKH 0€30MacHOCTH MePCOHANIBHBIX NaHHBIX;

- KTO MMeEeT Mpasa JAOCTyNa K MepCOHAlbHbIM JAaHHBIM, KTO H MpPH KaKHMX
YCJIOBHSAX MOXKET YMTATh U MOAM(DHULIUPOBATE MEPCOHABHEIE JaHHBIE U T.].

[TonuTHka HUXKHErO YPOBHS JOJIKHA:

- NpelyCMaTpuBaTh PerjaMeHT MH(GOPMALIMOHHBIX OTHOLIEHWH, UCKITIOUYAIOLIUX
BO3MOXHOCTb MPOW3BOJIbHBIX, MOHOIMOJIbHBIX M/IM HECAHKIIMOHMPOBAHHBIX JIEHCTBHUI B
OTHOLIEHUH HH(OPMALMOHHBIX PECYPCOB;
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- OnNpeaeysiTb KOaJIMIIUOHHBIE W HEPAPXUYECKHE TPHUHIMUIBI W METO/bI
pas3JIC/ICHHs CEKPETOB K pa3rpaHUYCHHA NOCTYIIA K NMEPCOHAJIbHBIM JaHHBIM;

- BbIOMpaTH [IPOrpaMMHO-TEXHUUYECKHUE (anmapaTHbIe) cpeicTBa
nporuBozeiicteus HCJI, ayreHTudukaumu, aBropu3aluu, WASHTUPUKALUU U APYTHX
3alMTHBIX ~ MEXaHW3MOB, OOECnevyMBAIOIIMX TapaHTHH  peaju3alld  1paB W
OTBETCTBEHHOCTH CYOBEKTOB MH()OPMAUMOHHBIX OTHOLIEHHIA.

5.3. PernameHTauust 1ocTyna B MoMelieHHs.

KomnonenTel uHpopmanmoHHoi cuctembl Kosemka M0JKHBI pa3sMeliaTbes B
MOMEILIEHHMsIX, HAXOUSILIMXCSH [OJl OXpaHOM WM HaOIIOJEHHEM, MCKJIIOYAIOUIUM
BO3MOXHOCTb OECKOHTPOJIBHOIO MPOHUKHOBEHUSI B MOMEILEHHs MOCTOPOHHUX JIMIL M
obecrieuMBalOIMM  (U3MUECKYIO  COXPAHHOCTb  HAXOASALUMXCS B [OMELLUCHHH
3allUIIaeMbIX pecypcoB (J10KyMeHTOB, APM u T1.11.). YOopKa Takux nmoMerieHni 10/KHa
MPOU3BOAUTECS B MPUCYTCTBUHM OTBETCTBEHHOIO COTPYAHHKA, 32 KOTOPHIM 3aKperJieHbl
JlaHHbIE KOMIIOHEHTBI, ¢ COOIIOIGHUEM Mep, UCKITFOYAIOLIUX AOCTYIT MOCTOPOHHHUX JIMILL K
3allMIaeMbIM HH)OPMALHOHHBIM pecypcaM.

Bo Bpemsi 00pabOTKM NepcOHalIbHBIX JIAHHBIX B TAKUX [MOMELIEHHAX JIOJIKEH
NPUCYTCTBOBATh TOJBKO MEPCOHAN, JONYLIEHHbIH K paboTe ¢ MepcoHalbHBIMH J1IaHHBIMH.
3anperaercsi mpUeM IMOCETUTENeH B MMOMELICHHUSX, KOrja ocyluecTsisercs obpaboTka
NepCOHAJIBHBIX IaHHBIX.

Ilo oxoH4yaHuH pa60qero AHA, TIOMEUICHUA, B KOTOPBIX pasMelaroTcs
KOMITOHEHTBI HHC[)OpMaIJ,HOHHOﬁ CHUCTCMBI KOJ'U'IG,[I}KEI, JOJDKHBI 3alTHpaTbhbCa Ha KJTHOY.

B ciyuae ocnaluenus nomeleH|i cpeicTBAMM OXPaHHOH CHIHAIM3aLMK, @ TaK#ke
ABTOMATH3WPOBAHHOM CHCTEMOM MpHEMa M PEerucTpalldH CUTHAlOB OT 3THX CPEJICTB,
npueM-cjlaya TaKMX [IOMELICHHUH T110[ OXpaHy OCYLIeCTBIAETCSs Ha OCHOBAHHH
CIelMaIbHO pa3padaTbiBAEMOM HHCTPYKLIHH.

5.4. PernameHTauus 1OMycKa COTPYIHUKOB K UCIOIB30BaHHIO HH(DOPMALIMOHHBIX
pecypcoB

B paMKax paapemuTeanOﬁ CHCTEMBI (ManI/IU,bI) HA0CTYyIla yCTaHaBJIMBACTCH ! KTO,
KOMY, KaKYH HH(I)OpMaLIH}O W U1 KaKOoro Buaa A0CTyIa MOXKET MNpeaoCTaBUTbL W IpPH
KaKHX YCJIOBHSAX.

Hormyck nosp3oBateneil Kk padore ¢ uHboOpMalMOHHONH cucTemol Kosemxa u
JIOCTYyII K ee pecypcaM AOJKeH ObIThb CTPOro perjameHTHpoBaH. JIoOble H3MEHEHHs
cocTaBa M TOJHOMOYMH I0JIb30BaTelIel MOACUCTEM  JOJDKHBI  MPOHU3BOAMTLCS
YCTaHOBJIEHHBIM TTOPSIIKOM.

YpoBeHb MOJHOMOYMI Ka)kJ0ro MoJib30BaTesis onpeaesseTcs WHAUBUAYalbHO,
cobmonas cneayroiue TpedoBaHms:

- KaJbIH COTPYAHHK IMOJIL3YETCsA TOJIBKO MNpEeAlnUCaHHBIMH €MY IpaBaMH 110
OTHOWICHHIO K IE€pPCOHAJIbHBIM JaHHBIM, C KOTOPBIMH €MY HeoOXxo0/MMa pa60Ta B
COOTBETCTBUU C JOKHOCTHBIMHU 00S13aHHOCTSIMH. Pacmupeﬂue [IpaB JA0CTYyIla H
npeaocraBjaeHue AOCTyrna K JOMNOJHHUTEJIbHBIM HH(bOpMaLlHOHHle pecypcamMm, B
00s13aTe/IbHOM HopsaAKe, JOJDKHO COIN1aCOBLIBATBECH ¢ aIMHHHUCTPATOPOM 0e30MacHOCTH
I/iH(l)OpMaL[PIOHHOP’[ CHUCTEMBI NNEPCOHAJIbHLIX JIAHHBIX,
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- gupektop Komnemka wuMmeer mpaBa Ha TNPOCMOTP uH(bOpMAITMK  CBOUX
MOAYMHEHHBIX TOJILKO B YCTAHOBJIEHHBIX Mpejaenax B COOTBETCTBMH CO CBOHMH
JIOJKHOCTHBIMH 00sI3aHHOCTIMH.

Bce corpyauuxku Komnemxa M oOCiyXuBarOIMA MepPCOHal, AOJKHBI HECTH
MEepCOHANbHYIO OTBETCTBEHHOCTh 3a HApyLIEHHsl YCTAHOBJIEHHOIO MOpsaKa 00paboTku
NepcoHasIbHBIX IaHHBIX, PABUJI XPaHEHHs!, UCIIONB30BaHUS U TIepeadyHt, HaXOAAIMXCS B
MX PAcMoOpsKEHHH 3aLIMILAEMbIX pecypcoB cucTeMbl. Kakapiit coTpy IHUK (pu mpueme
Ha paboTy) JOKEH NMOAMUCHIBAaTh 00A3aTENBCTBO O COOJIIOIEHUHU U OTBETCTBEHHOCTH 3a
HapylieHHe YCTAHOBJIEHHbLIX TpeDOBaHHH M0 COXPAHEHHIO MEPCOHANBHBIX NaHHBIX
Konnemxka.

O6paboTka MepcoHAIbHBIX JaHHBIX B KOMIIOHEHTaX WH(QOPMALMOHHOH CHUCTEMbI
Konnemka  JIOJ3KHA  MPOM3BOJAUTBCS B COOTBETCTBMHM € YTBEPXKACHHBIMH
TEXHOJOTHYECKUMHU UHCTPYKUHMSAMH.

5.5. PernaMeHTaLIMs POLIECCOB 0BCTYKHBAHMs U OCYILECTBIEHHS MOAU(DHUKALMK
annapaTHbIX U POrpaMMHBIX PECypcoB

B uensx nojsiepikaHus pexuMa WH(OPMALMOHHON 0e30MacHOCTH anmapaTHo-
porpamMmHas  KOH(HUIypauus aBTOMAaTU3HPOBAHHBIX paboyMx MecT pabOTHHKOB
Konnemka, ¢ KOTOPbIX BO3MOMXEH JAOCTYN K pecypcaM HMH(OPMALMOHHOH CHCTEMBI,
JIO/KHA — COOTBETCTBOBATH  KPYry — BO3JIOKEHHBIX Ha  JIAHHBIX  [OJIb30BaTeNeH
(GyHKLUHOHANBHBIX 0083aHHOCTEH.

B KOMMoHeHTax HH(POPMALMOHHOI CHCTEMBI M Ha PabOYMX MECTax MoJib30BaTe/eH
JIOJKHBI YCTAHABIMBATBCS M UCTIONB30BATLCS JIMLIEH3UOHHBIE IPOrPaMMHbIE CPE/ICTBA.

5.6. Obecrieuene M KOHTPOJb (DU3UYECKOW LIENOCTHOCTH (HEM3MEHHOCTH
KOH(UIypalLMK) anrapaTHbIX peCcypcoB

O6opyaoBaHue HMH(POPMALMOHHON CHUCTEMbI, HCHONB3yeMOe JUls J0cTyna M
XpaHeHHs IepCOHAIbHBIX IaHHBIX, K KOTOPOMY JIOCTYI 00C/Iy)KMBAIOIIEro nepcoHaia B
[poLecce KCIIyaTaluu He TpebyeTes, nocie Hamal0uHbIX, PEMOHTHBIX U MHBIX pador,
CBA3AHHBIX C JOCTYNOM K €r0 KOMIIOHEHTaM JI0JDKHO 3aKpbIBATHCA.

5.7. IoaGop M NoAroToBKa rnepcoHaa, odyueHme nojb3oBaresen

[MTosnp3oBatenn MHbopMalMOHHOM crcTembl Koslemka, a Takke pyKOBOASIIHHA U
00CyKUBAIOIWMHA  TMepcoHan  JAOMKHbl  ObITh  O3HAKOMJICHBI CO CBOMM  YpPOBHEM
MOJHOMOUMI, a  Talkke  OpraHM3alMOHHO-PACHOPSIUTENLHOW,  HOPMATHBHOHM,
TeXHUUECKOM M DKCIUyaTallMOHHOM JOKYMeHTallel, onpesensomeli TpedboBaHus M
nopsok 06paboTkH nepcoHanbHbIX AaHHbIX B Kosneaxe.

Obecneyenre 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX BO3MOXHO TOJIBKO I10C/IE
BLIpabOTKM Y  [0JIb30BaTeleld  onpeleNeHHONH  KYyJbTYpbl paboThl, T.e. HOPM,
o0s13aTebHBIX /ISl UCMIOJTHEHUS] BCEMH, KTO paboTaeT ¢ HH(OPMallMOHHLIMU pecypcamu
Kosnemka. K TakuM HOpMaM MOXHO OTHECTH 3alpelleHue JIOObIX YMBIIIICHHbIX WU
HEYMbILIJIEHHBIX AEHCTBUH, KOTOpbIE HapyIlaloT HOPMaJbHYIO paboTy KOMIIOHEHTOB
nHdopMalMOHHO#M cucTeMbl Konnemka, BbI3bIBatOT A0TOJIHUTENIBHEIE 3aTPAThl PECYPCOB,
HAPYLIAIOT 1IEJOCTHOCTh XpaHUMOH M obpabarbiBaeMoii uHbOpMalluK, HapylawT
HHTEpeChl 3aKOHHBIX MOJIb30BaTeel, BlajebleB HiIH COOCTBEHHUKOB.

Bee nons3oBarend HHbOpMalMoHHON cucteMbl Komnemxa [0MKHBL  ObITh
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03HAKOMJIEHBI C OPTAHU3AIMOHHO - PACTIOPAUTENbHBIMI IOKYMEHTaMH 110 00eCeYeHUI0
Ge30MacHOCTH MepCoHabHbIX AaHHbIX Komepka, B 4acTH, MX KacatolUeHCs, J0JIKHbI
3HATH M HEYKOCHHTENHHO BBIMOJNHATE MHCTPYKLMHM M 3HaTh o0luMe O0S3aHHOCTH 110
obecrieyeHn0  GE30MacHOCTH  MePCOHANbHBIX  JAaHHbIX. JloBenenue TpeboBaHHH
yKa3aHHBIX JIOKyMEHTOB [0 JHL, JOMYyWEHHbIX K 00paboTke 3allMIIaeMBbIX
epCoHaNbHBIX JaHHBIX, JOJKHO OCYLIECTBIIATHCS MO/ POCIHUCD.

5.8. OTBETCTBEHHOCTh 3a HApYIIEHWs YCTAHOBJIIEHHOI'O MOPsiKa M0JIb30BaHUS
pecypcaMu uH(GOpMaUHOHHON cucTeMbl Kouteka

Mepa OTBETCTBEHHOCTHM IMepcoHajla 3a JAEHCTBUs, COBEPILUCHHbIE B HapyLICHHE
YCTaHOBJIEHHBIX MpaBuil obecriedeHus 6e3onacHoi paboTel ¢ NMEPCOHANBHBIMH JaHHBIMH,
JI0JKHA ONpeeliSIThCsl HAaHECEHHBIM YLIepOoM, HaluiyuMeM 3J10ro yMpicjia W ApyruMH
(akTopamu o ycMOTpeHuIo riasbl Kosiepka.

Jlisi peanu3aluy MPUHIMIA [EPCOHAIBHOM OTBETCTBEHHOCTH M0JIb30BATENICH 32
CBOM JIEHCTBHSI HEOOXOANMBI:

- WMHAMBMAyaJbHas MAeHTU(DUKALMSA MOJb30BaTeNed U MHULMUPOBAHHLIX MMH
[pOLIECCOB, T.e. YCTAHOBJIEHHWE 3a HUMH uaeHTHdukaropa (login, Username), Ha 6ase
KOTOPOro OyIeT OCYLIECTBIAThCSA pasrpaHHYeHHe JOCTYNa B COOTBETCTBHH C IIPHHLIHTIOM
000CHOBAaHHOCTH JOCTYNa;

- TpoBepKa MOUIMHHOCTH Tosib3oBatesiell  (ayTeHTu(uKalns) Ha  OCHOBE
napoJei;

- peakuusi Ha TOMBITKH HECAHKI[HOHUPOBAHHOTO JAOCTYNa (CHrHajIM3alms,
OJOKUPOBKA U T.JL.). '

5.9. CpexcrBa obecrieueHus 0€30MaCHOCTH MEPCOHANBHbIX JAHHBIX

Jlnst obecrieuenus uHpopmanuoHHOW OezomacHocTH Kosemka HCMoib3yroTes
ClIeYI0LIMe CPeCTBA 3alUThI:

- (uU3MYECKHE CPENICTBa,

- TeXHUYEeCKHe CPe/ICTBa;

- cpeacTsa MieHTU(UKaLMK U ayTeHTH(QUKALMK [10J1b30BaTeCH;

- CpeJCTBa pa3rpaHU4YeHHs J10CTyna,

- CpEACTBa obecrieyeHHUs U KOHTPOJIsI HEJIOCTHOCTH,

- CpejcTBa OTEepaTHBHOrO KOHTPOIS M perucTpaiuy coObITHi 6e30MacHOCTH,

CpezcTBa 3alUMThl J0JKHBI IPUMEHSATBCS KO BCEM pecypcam HH(pOpPMaALLHOHHOH
cucTembl Kosepka, He3aBUCHMO OT UX BMAA M (OpMbI NpecTaBleHus MH(OpMaALH B
HHX.

5.9.1. ®usnyeckue CpeCTBa 3alUTbI

dusnueckde Mepbl 3allUThl OCHOBAaHbI HA TPUMEHEHMH pasHOro poa
MEXAHUYECKHX, OJICKTPOHHBIX WM  3JEKTPOHHO-MEXaHMYECKHX  YCTPOHCTB U
COOPYIKEHHUH, CrenuanbHO Npe/IHA3HAYEHHBIX JUIsS CO3aHMs (PU3MUECKHMX NPEATCTBUN
HA BO3MOJKHBIX MyTSAX TPOHMKHOBEHHsS M JOCTYyMNa MOTEHUMATbHBIX HapyLIMTENeH K
KOMITOHEHTAM CHCTEMBI M 3alMIIAEMbIM IEPCOHAIBHBIM JaHHBIM, & TAKKE TEXHUICCKHX
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CpeACTB BU3YaJbHOI'O Ha6III-O)J,BHHS{, CBA3H H oxpam{oﬁ CUIHaJIM3aluH.

Jlns obecnieuenuss Gusndeckoil 6€30MacHOCTH KOMIOHEHTOB WH(OPMALMOHHOM
cucreMbl Kosemka HeoOX0AUMO OCYLIECTBIATh Pl OPraHUM3allMOHHBIX U TEXHUYECKUX
MEpONpPHATHH, BKJIIOYAIOLLUX: MpoBepKy 000pya0BaHUS,
rpejHa3HaueHHOro s 00paboTKK NepcoHaNbHbIX JaHHBIX, Ha!

- HaJli4uMe CrelMalibHO BHEAPEHHBIX 3aK/IaIHbIX YCTPOMUCTB;

- BBeIACHHUEC JOMNOJHHTECJ/IbHbIX OI‘paHI/I‘IeHHﬁ no AOoCTynny B TIIOMEILUCHUA,
npeaHazHaueHHbIE [J1s1 XpaHEHUS W 06pa60T|<14 NeEPCOHANIbHBIX JaHHbIX,

- obopyjpoBaHue cucTeM HH(pOpMATH3ALMK YCTPOMCTBAMH 3alllMThl OT cOOeB
3IEKTPONUTAHHUS U TOMEX B JIMHUSX CBSA3H.

5.9.2. TexHuuecKue cpeacTBa 3aliUThl

Texuuueckue (anmapaTHO-MPOTrpaMMHbBIE) MEpPbl  3alllUTBl  OCHOBAaHbI  Ha
MCIIOJIb30BAHUM PA3IMYHBIX SNEKTPOHHBIX YCTPOHCTB M CHEILMalbHBIX NporpamMMm H
BBIMOJHAIOLIMX (CAMOCTOSITENILHO MU B KOMILJIEKCe C APYTUMM CPeACTBAMHU) (YHKIUH
3alUUThI (MAEHTU(HUKALMIO U ayTeHTUQUKALIUIO TI0JIb30BaTeNel, pa3rpaHuyeHne J0CTya
K pecypcaM, perucTpaiuio coObITHH, KpunTorpaguueckoe 3akpbiTHE MHOOpPMaLMK H
T.1.).

C yueroM Bcex TpeboBaHU M NPUHUUIIOB oOecriedyeHUs: 0e30MacHOCTH
MepcoHaNbHBIX JaHHBIX [0 BCEM HAMpaBJeHMSM 3alIUThl B COCTAB CHCTEMbI 3alIMThI
JIOJKHBI ObITh BKJIIOYEHbBI ClIe/ylOlMe CpeACcTBa:

- CpeJCTBa pa3rpaHU4yeHUs JOCTyNa K JaHHbIM;

- CpeJICTBa perucTpalny J0CTyna K KOMIOHeHTaM HHQOPMAIIMOHHOM CHCTEMBbI U
KOHTPOJIS 32 UCTOJIB30BaHUEM HH(OPMALIUH;

- CpeACTBa pearMpoBaHUsi Ha  HapylIeHUs pekuMa  MHPOPMALUOHHOM
0e30MacHOCTH.

Ha TexHuuyeckue cpeacTBa 3alllMThl BO3JAraeTcs pelleHre CAeAYIOIHUX OCHOBHbIX
3a/a4:

- uaeHTHUKALMS U ayTeHTUUKALMS MTOIb30BaTeNeH MPH MOMOIIKA WMEH HIIH
crielManbHeIX annapatHbix cpeacts (Advantor, Touch Memory, Smart Card u T.11.);

- perjaMeHTalusi W yNpaBlieHWe J0CTYIOM I[10/Ib30BaTeNied B TOMEIIeHHMS, K
(Gu3MYecKUM U TOTHYECKUM YyCTPOICTBaM;

- 3alMTa OT IPOHUMKHOBEHMSI KOMIBIOTEPHBIX BHPYCOB M pa3pylIUTEIbHOIO
BO3/1€MCTBUSI BPEIOHOCHBIX MPOrPaMM;

- perucrpaius Bcex AeHCTBHM Mosib3oBaTesis B 3allUILEHHOM XYypHalle, HaTu4nue
HECKOJIbKUX YPOBHEH perucTpaluu;

- 3allMTa JIaHHBIX CHCTEMBI 3allUThl Ha (alJoBOM cepBepe OT J0CTyna
nosb3oBartesneil, B UbM JIOJDKHOCTHBbIE 00SI3aHHOCTH HE BXOAMT paboTta ¢ MHpOpMaLIUH,
HaxoaALIEHCsa Ha HEM.

5.9.3. CpenctBa uaeHTU(UKAIMU U ayTeHTU(DUKALIUH TT0JIb30BaTEIEN

B uensx npemporBpailleHdss paboThl ¢ pecypcaMH HMH(OPMALUMOHHOM CHCTEMBI
Konnempka nocTOpOHHUX UL HeoOX0auMO o0ecrneunTh BO3MOXHOCTh pacro3HaBaHHs
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Ka)KI0T0 JIeraJbHOro Nojb30BaTens (MM rpymnmn nojb3osateneit). s uaeHtupukaunu
MOTYT TNPHMEHSITBCS PAa3IHYHOIO poJia YCTPOMCTBA: MAarHUTHBIE KapTO4KH, KIIOYH,
KJIFOYEeBbI€ BCTAaBKH, JIMCKETBI U T.I1.

Ayrentrdukaiys (1oJTBepiHAeHHe MOATHHHOCTH) NOJb30BATEIeH TAKIKEe MOKET
OCYLLECTBIISATHCSA !

- IyTeM [pPOBePKHM HAJIMYMs Yy TO0Jb30BaTelel Kakux-1Mbo creuuaibHbIX
YCTPONCTB (MAarHUTHBIX KApTOYEK, KIIFOUeH, KIIOYEeBbIX BCTABOK U T.J1.);

- IyTeM MPOBEPKH 3HAHUSI UMM [1apoJIeii;

- MyTeM IMPOBEPKH YHHMKaJbHBbIX (PHU3MUYECKHUX XapaKTEPHUCTHK W MapameTpoB
CaMHX I10JIb30BaTeNIeH TIPU MOMOIIM CleLHaATbHBIX OHOMETPHYECKHX YCTPOHCTB.

5.9.4. CpejncTBa pazrpaHMueHUs 10CTYyIa

30HBI OTBETCTBEHHOCTH M 3alayMd KOHKPETHBIX TCEXHHUYECKHX CPEACTB 3allHUThbI
YCTAHAaBJIUBAKOTCA UCXOMAS U3 HMX BO3MOXHOCTEN U OKCIUTYaTallMOHHBIX XapaKTEePHUCTHK,
OIIMCAaHHBIX B JOKYMEHTALIHH Ha JaHHbIC CPEACTBA.

TexHuueckue CpeacTBa pasrpaHH4YeHHs A0CTyNa NOJKHBI 110 BO3MOKHOCTH ObITh
COCTaBHOM YacThbIO €HUHOW CUCTEMBI KOHTPOJIA JOCTYyIIA:

- Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;
- B OT/EJIbHBIE [IOMELIECHHS;

- K KoMmmoHeHTam MHpopMaloHHO! cpeasl Kojuie/ka W 3jieMeHTaM CHUCTEeMbl
3allMThl IEPCOHANIBHBIX AaHHbIX ((PU3HYECKHH 10CTYI);

- K wuH)OPMAIMOHHBIM pecypcaM (IOKYMEHTaM, HOCHTENIIM HH(pOpMaLHH,
¢aiinaM, HabopaMm TaHHbIX, APXMBaM, CIIpaBKam U T.11.);

- K aKTHBHBIM pecypcaM (MpUKJIaJHbIM [IPOrpaMMaM, 3aja4yam U T.IL.);
- K OMNEepaldoOHHOM CHCTEMEe, CUCTEMHBIM NPOrpaMMaM W MporpaMMam 3allluThbl.

5.9.5. CpenctBa obecnieueHHs U KOHTPOJIs LIETOCTHOCTH

CpenctBa o0ecrieyeHHsi LEIOCTHOCTH BKJIOYAlOT B CBOHW COCTaB Cpe/ICcTBa
Pe3epBHOrO  KOIMHPOBAHHMS, MPOrPaMMbl  AHTHBUPYCHOH  3allMThbI,  MPOrpaMMbl
BOCCTAHOBJIEHHS LIEJOCTHOCTH ONEepallMOHHOM cpesibl M 0a3 JaHHBIX.

CpenctBa KOHTPOJS  LIEJIOCTHOCTH  HMH(OPMALIMOHHBIX  PECYPCOB  CHCTEMbI
npejiHa3HayeHbl JUIsi CBOEBPEMEHHOTO OOHapyXeHWs MOAM(DHUKALMHM WM HCKaKEHMUS
pecypcoB cucteMbl. OHH TM03BOJISIOT 00ECHeYUTh MPaBUIBHOCTb (PYHKLUHMOHMPOBAHMSI
CHCTEMBI 3ALIMTHI U LIEJIOCTHOCTb XPaHUMOH 1 00pabaTbiBaeMoi HH(pOpMALIUH.

KOoHTpoJIb 11eIOCTHOCTH HH(OPMALMK U CPEJICTB 3allUThI, C UEJIbI0 obecrevyeHus
HEM3MEHHOCTH  HUHGOPMALMOHHOW  Cpe/bl,  OMNpeesseMoi  NpeayCMOTPeHHOH
TexHonoruei 00pabOTKM, M 3alUMTBI  OT HECAaHKUMOHUPOBAHHOH MOAM(HKALMH
MepCOHAJIbHBIX TaHHbIX JI0JKeH o0ecrneynBaThCs:

- CpeiACTBaMH pa3rpaHU4eHHss JocTyna (B MNOMEILEHHUs, K JOKyMEHTaM, K
HOCHTEJISIM HHPOpMALIMK, K CepBepaM, JJOTHYeCKMM yCTPOHCTBAM H T.I1.);

- CpeacrsaMu BHGKTPOHHOE IMOATITHCH
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- CPCACTBAMM  [OACYETa  KOHTPOJIBHBIX CYMM (A1 MCHONBL3YEeMOro
IpOrpaMMHOro obecneueHus).

5.9.6. Cpencrsa onepatusHoro KOHTPOJIS U perucTpaiimu cobbITHit 6e30nacHocTH

CpenctBa 06beKTHBHOTO KOHTPOJISL JO/KHBI  obecrieyuBarhy OoOHapykeHHue u
PETHCTPALHIO BCeX coObITHI (eficTBHMi rnone3oBaresed, nonsitok HCJl u 1.11.), KOTOpbie
MOTYT MOBJIEYL 3a OO0 HapylieHHe Ge30nacHOCTH u MPUBECTH K BO3HMKHOBEHHIO
KPU3UCHBIX CHTyalnH. Amnanus coGpaHHoi CPEACTBAMHU peructpauuu HHpOpPMAaLH
MO3BOJIACT BBIABUTBH (DaKThI COBEpILEHHS HAPYUICHHH, UX XapaKTep, MojacKa3aTh MeTOl
Cro paccae10BaHus U CrIocoObI MOUCKA HAPYLIMTE s M ucnpasieHns cutyaunu. Cpenctsa
KOHTPOJIA W PErHCTPALIHK 0JKHbI PEA0CTABIISI T BO3MOKHOCTH:

- BCICHMS M aHanM3a KypHaJIOB PErHCTpaliu  coObITHI  Ge30nacHoCTH
(CHCTEMHBIX XKypHATIOB);

- TNOIydeHus TBepaod Komuu (mevaTH) KYpHala peructpaudd coObITHI
Oe3onacHocTy;

- YTOPANOYCHHUSA HKYPHAIIOB, a TaKkKe YCTAHOBJICHUS OrpaHUYeHHt Ha CpPoK MX
XpaHEeHUs;

- OIepaTuBHOIO OIMOBELIEHHS a,E[MPlHI/lCTpaTO]Da 6e3OHaCHOCTH O HapyleHuax.

[pu peructpaunu cobbituii Gesonacnocty b KypHane NoJkHa (GUKCHPOBATHCS
cienyrouast uHpopmarus:

- JlaTa ¥ Bpems COOBITHS;
- MAeHTH(]HUKATOp cyObeKTa, OCYILCCTBIISIOLIETO PETHCTPHPYEMOE AeHCTBHE:

- ACHCTBHe (TUI JoCTyma).

5.10. Konrpons sdpdpexrusnocty CHUCTEMbI 3aLIHTbI

Kontpone sddextusroctn 3ammr [IEPCOHANIBHBIX JIAHHBIX OCYLUECTBIISIETCS C
LCJTBIO CBOEBPEMEHHOTO BBLISIB/ICHUS U MIPEIOTBPALLEHHUS YTEUKH NMEPCOHATBHBIX NaHHbBIX
33 CHCT HECaHKLUMOHMPOBAHHOTO MOCTYMA, a TaKiKe NPCAYNPEKACHUS BOZMOIKHbBIX
CHCLHAIBHBIX BO3JICHCTBHH, HANpaBIeHHBIX Ha YHHUTOKCHUE NMEPCOHAbHBIX AaHHBIX.,
paspyllenue  cpencts  uHpopmarusanmmy. Kontponas  moser MPOBOJIMTHCS
HPMBIIEKACMBIMU [UTS 9TOH LeNM OpraHM3aLusiMu, MMECIOLLIUMH JIMLEH3HIO HA 3TOT B
NesATEeTbHOCTH.

Ouenka s¢pdextusHocTH MEp 3alUTBL MEePCOHAIBHBIX [AAaHHBIX [IPOBOAUTCS ¢
MCIIOJIB30BAHHEM TEXHUYECKHX M POTPaMMHBIX  CPE/ICTB  KOHTPOJS Ha mpeaMer
COOTBETCTBHS yCTAHOBJICHHBIM TPeGOBaAHMSM.

Creuuanuer, oTBeTCTBEHHbII 32
OpraHu3aluo o6paboTKkH

MEPCOHANBHBIX TaHHbIX %/ ILT. Kyssmunos



